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Writeup by Artemis
HOST : popcorn.htb
Reconnaissance

Figure 3: pop0.png

we register as simple as we can to get access to the interface , here we noticed
after few browsing around ; the “upload endpoint”
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Figure 4: pop00.png

Figure 5: first look
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Exploitation chain

bash

Register new torrent file
|
|

Intercept the request in Burpsuite / Caido
|

Update torrent profile using screenshot Functionnality
|
|

reverse shell as image : shell.png.php
|
|
|

[flag located under /home dir]

Quick Reminder : change Content-Type tag value to im-
age/png to bypass restriction and upload successfully
Now move to /upload endpoint that got pubicly exposed ; locate your .php

Reverse shell

Tip :

bash

use
{path}/script -qc /bin/bash /dev/null

for shell stabilisation

Privilege Escalation
grab the script and run it

and Here we go ! ! !
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Figure 6: Screenshot_20260108_111806.png

Figure 7: pop1.png
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Figure 12: pop2.png
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Figure 13: pop9.png
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