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Writeup by Artemis
HOST : popcorn.htb

Reconnaissance

: http://discord.skerritt.blog
: https://github.com/RustScan/RustScan

Figure 3: pop0.png

we register as simple as we can to get access to the interface , here we noticed
after few browsing around ; the “upload endpoint”



> gobuster -u http: /usr/share/seclists/Discovery b-Content/DirBuster-2
007_directory-list-2 d

(Status:
(Statu
(Statu

Figure 4: pop00.png

€ > X O popomhtb

this torrent allready exists

Figure 5: first look



Exploitation chain
bash

Register new torrent file
I
I
Intercept the request in Burpsuite / Caido

I

Update torrent profile using screenshot Functionnality
I
I

reverse shell as image : shell.png.php
I
I
I

[flag located under /home dir]

Quick Reminder : change Content-Type tag value to im-
age/png to bypass restriction and upload successfully

Now move to /upload endpoint that got pubicly exposed ; locate your .php

Reverse shell
Tip :

bash

use

{path}/script -qc /bin/bash /dev/null
for shell stabilisation
Privilege Escalation

grab the script and run it

and Here we go ! !'!



{.3 popecorn.htb/torrent/edit.php?mode=edit&id=d6d70603b02217f6ed43f3dc5197cdf841eb6e167 - Chr

A Notsecure popcorn.htb/torrent/edit.php?mode=edit&id=d6d70603b02217fEed3f2

Torrent Name revshell

Hash 4607060300221 716e43f3dc5197cdi841eb6el67
Category

Subcategory

Description

Tracker requires registration

Update Screenshot

| Choose File |shell.png.php
Allowed types : jpg, jpeq, gif, png. *
Max Size : IODkf:)

Please note that you are allow to upload only one screenshot per torrent. ]
If you already have existing screenshot, it will automatically replace by uploading new or

* = Does not work on IE browser yet. Please use other browsers to upload screenshaots.

Figure 6: Screenshot_ 20260108__111806.png

root@Bl4ckM3ilL

Figure 7: popl.png



; Tilen:

Figure 8: pop4.png

& Not Secure popcorn.htb

Engineer . Aperi'Solve . Cipher |dentifier (onlin...

Index of /torrent/upload

@ JavaScript Obfuscator ... @ factor

Name

Last modified Size Description

7 23:06 58K
19:00 157
02-Jun-2007 23:15 32K

Figure 9: pop6.png



_admin_succe
enthoster.zip

motd.legal-displ

Figure 10: pop7.png

Linux PAM 1.1.0 (Ubuntu 9.10/10.04) - MOTD File Tampering Privilege Escalation (2)

CVE:

2010.0832

Author: Type: Platform: Date:
ANONYMOUS LOCAL LINUX 20100712

Figure 11: pop8.png



Tilix: artemis37@Bl4ckM3iL: ~

ython -c 'import pty;pty.spawn(

$ 1s

.sh vgauthsvclog.txt.® wvmware-root
-]
p-sh
Ubuntu PAM MOTD local root
ey set up

passwd

Figure 12: pop2.png



Popcorn has been Pwned!

#12480 08 Jan 2026 Retired

Machine 3 \ at Machine
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